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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to
the e-mail anticrypt@countermail.com

Write this ID in the title of your message CCB90F92

In case of no answer in 24 hours write us to theese e-mails: anticrypt@countermail.com

Y¥ou have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the
decryption tool that wil decrypt al your files.

Free decryption as guarantee

Before paying you can send us up to 1 file for free decryption. The total size of files must be less than 1Mb (non archived),
and files should not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the seler by
payment method and price.
https://localbitcoins. com/buy bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http:/ /v, coindesk. com/information/how-can-i-buy-bitcoins/
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File name Crysis

File type Ransomware

SHA-1 FFCBA94F675E61FOB84E41163431FE62ESEBA93B
MD5 CDE75B4C59682B1088AC09AFFA8A9D32

File size 94720 (bytes)

Suspicious activity Encryption files
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C:\ProgramData\Microsoft\Search\Data\Temp\usgthrsvc
C:\Users\All Users\Microsoft\Search\Data\Temp\usgthrsvc
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all your data has been locked us
You want to return?

write email anticrypt@countermail.com
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.rar .db .H1H docx gets .bin
.ini .wma .Lck .png xml .chk
.DAT .vdm H1Q html .cmd ount
.BAK .cab .json .nsh vmsg tore
.cat .rsm .GRL .nsi Axt .pat
.inf conf .sdf .Zip .bat .jpg
.SYS .pem log .url .vbs .ico
dll .sdi Jrs .key fest .oem
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Windows 95 OSR 2/2.1 (Build: 1111) B

Windows NT 4.0 (Build: 1381) Service Pack 1
Windows NT 4.0 (Build: 1381) Service Pack 3
Windows NT 4.0 (Build: 1381) Service Pack 4
Windows NT 4.0 (Build: 1381) Service Pack 6
Windows 98 (Build: 2222) A

Windows ME (Build: 3000)

Windows 2000 (Build: 2195) Service Pack 1
Windows 2000 (Build: 2195) Service Pack 2
Windows 2000 (Build: 2195) Service Pack 3
Windows 2000 (Build: 2195) Service Pack 4
Windows XP (Build: 2600) Service Pack 1
Windows XP (Build: 2600) Service Pack 2
Windows 2003/XPx64 (Build: 3790) Service Pack 1
Windows 2003/XPx64 (Build: 3790) Service Pack 2
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GetProcAddress

LoadLibraryA

GetlastError

WaitForSingleObject

KERNEL32 InitializeCriticalSectionAndSpinCount
LeavecCriticalSection
EnterCriticalSection

ReleaseMutex

CLOSEhANDLE
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! Sender Policy Framework
2 Domain Message Authentication Reporting and Conformance
3 patch
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4 Software Restriction Policies
> Remote Desktop protocol



